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SAILHE IS (Post Quantum Crypto, PQC)
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Call for Proposals Submission Due Initial Selection 1st PQC Standard Algorithms

PQC £112|E I H A ZlieH

* NIST: National Institute of Standards and Technology @ @
4

2nd Call for Proposals (Signatures)  Submission Due

NIST Crypto standards

+ Signatures (FIPS186) E + RNG(SP800-90A/B/C) + AES(FIPS197) * Hash usage/security (SP 800-107)
* Key Establishment (SP800-56 A/B/C) « KDF(SP800-108/135) *+ Modes of operation (SP 800 38A-38G) *+ Key generation (SP 800-57)

: : +  SHA-1/2 (FIPS 180) and SHA-3 (FIPS 202) * Transition (SP 800-133)

+ Randomized hash (SP 800-106)

+ HMAC derived functions (SP185)

ARIHAAS(PQC) LTS Fgt ik
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SIS = Zzt A At

@ Threat Timeline

oix]| 257t Break=! 24017}72 if X +y >z, you arein trouble.

e Shelf-life Time R Migration Time () (S Shelf Life Time (y)
GIOIE? 2= %|0{0F 5h= 712827 ” Threat Timeline (z)

e Migrafion Time 0 5 10 15 years=

0) FXI-LHA‘l o) |'2 I-|2|-0-" A EI L *lj }% Source: Dr. Mosca (Global Risk Institute)
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Harvest Now & Decrypt Later S:
J12t 2= 2Rt OIOIE0 CHol S2AXIt Xz &= 2=l I0IEE M, 0l 2AI—ERFE 450 2&84+~20] 0|I=H o

Harvest Now Decrypt Later

=

QUANTUM

COMPUTER

Decrypt encrypted traffic |

Capture & Store using CRQC* .

* CRQC: Cryptographic Relevant Quantum Computer . .
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' Difficulties of Crypto Migration
HImA 2totst [HA19] 20| A= 10HE Oldd &R
Complexity of PQC
As 9 A= SHHM CieFel S

Complexity of Targets

) IT AIAELS| BRI STt (vs. Y2K?)
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NIST 2 XILHASIS M2 TRHIE (2022-2026)

NISTUHM= SALHEZ= 2112|S0| BE=SE 2,
0| SXLHget= "._15.1 ORHES Zie SO0IH,

225 100474 J19| 0= Al&toH, SXH 300174
JI, JI2KNSA, CISAS) &0 =

“Initiating the development of practices
to ease migration from the current sef of
public-key cryptographic algorithms to
replacement algorithms (PQC) that are

attacks”

resistant to gquantum computer-based

Project Consortium Participants

Amazon Web Services, Inc. (AWS)
Cisco Systems, Inc.

Cybersecurity and Infrastructure

Security Agency (CISA)
Cloudflare, Inc.

Crypto4A Technologies, Inc.
CryptoNext Security

Dell Technologies

DigiCert

Entrust

HP, Inc.

IBM

Information Security Corporation
InfoSec Global

ISARA Corporation
JPMorgan Chase Bank, N.A.

Keyfactor

Kudelski loT

Microsoft

National Security Agency (NSA)
Palo Alto Networks

PQShield

QuantumXchange

Safelogic, Inc.

Samsung SDS Co., Ltd.
SandboxAQ

Santander

SSH Communications Security Corp
Thales DIS CPL USA, Inc.

Thales Trusted Cyber Technologies
Utimaco

Verizon

VMware, Inc.

wolfSSL
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SP 1800-38B: Cryptographic Discovery

dSDS= Xiul E(S-CAPE*)E 2tH6H0, NIST LabUlA HIAE it

* S-CAPE: Samsung SDS Crypto Agility Platform for Enterprise

Architecture: Conceptual vulnerable cryptography discovery
workflow (SP 1800-38B Draft)

Vulnerable Algorithm
Discovery

+ Source: NIST SP 1800-38B (Preliminary Draff)

| Operational Network | !

' | Services and Protocols |

s g criticality
E Operational Systems i vulnerability normalized of data
: and Applications :

' it P | data Normalization ] data Risk

| N and Correlation J Assessment

i | Code Development |

; Pipeline i \L

Prioritization
List
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SP 1800-38C: Interoperability & Performance

[2
ol

PQC(KEM, Digital Signature) S0l CHet ds
dSDS= ANl 2=(s-pqce-tls)E &HE6tD, TLS &

HZAE S PQC 2il2IS Flulzt &2l TLS =3} S41 4= Hlu*

I e (KEM)

Kyber-512(L1), 768(L3), 1024(L5) PQC Hybrid F|u2t (X25519 + Kyber512) | 2568.5 ms X0l
P256+Kyber-512, P384+Kyber-768, ——
P521+Kyber-1024 PQC Hybrid 3|u2t (ECDHE P256 + Kyber512)

KA PQC Jl12t (Kyber512)

Dilithium-2, 3,5

Classic Izt (ECDHE P256)

Falcon-512(L1)/1024(L5)
SPHINCS+(w/ SHAKE, SHA2)

LMS/HSS, XMSS/XMSSMT(w/ SHA2) 0 1 2 3 e
TLS Handshake 1,0002] £3 A2t (X)

HIZE EEES, =, Use-Case * NIST NCCOE Lab0ilAl EIAE:

SSH’ TLS’ X509, HSM Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-72-generic x86_64), Intel(R) Xeon(R) Gold 6126

CPU @ 2.60GHz (2 Core) 32GiB RAM
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THE WHITE HOUSE

MAY 04, 2022

National Security Memorandum on
Promoting United States Leadership in
Quantum Computing While Mitigating

Risks to Vulnerable Cryptographic

Systems

Central to this migration effort .iite anemprasis on cryptographic agility. voin o reduce the

fime required to fransition and to allow for seamless updates for future cryptographic standards. This effort is an imperative across all
sectors of the United States economy, from government to critical infrastructure, commercial services to cloud providers, and
everywhere else that vulnerable public-key cryptography is used.

ine term ‘Cryptographic agility’ mcars « design feature ot cnavles uiure updates to
cryptographic algorithms -« standards without i< nccd . modify or replace -

surrounding infrastructure;

Copyright 2024, Samsung SDS Co., Ltd. All rights reserved.



Design Feature of Crypto Agility
in Enterprise?



Design Feature of Cybersecurity
in Enterprise?



THE WHITE HOUSE

MAY 12, 2021

Executive Order on Improving the
Nation’s Cybersecurity

sec.a. M rnizin itv.

(a) To keep pace with today’s dynamic and increasingly sophisticated cyber threat environment, the Federal Government must fake
decisive steps to modernize its approach to cybersecurity, including by increasing the Federal Government's visibility into threats, while

orotecting privacy and civil liberties. The Federal Government MUST adop'l' Securi'l'y best pqufices:
advance toward Zero Trust Architecture: accelerate movement to secure cloud services, including

Software as a Service (SaaS), Infrastructure as a Service (lcaS), and Platform as a Service (PaaS); centralize and streamline access to

cybersecurity data fo drive analytics for identifying and managing cybersecurity risks: and invest in both fechnology and personnel to
match these modernization goals.
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WHY Perimeter-based Security to Zero Trust?

ﬂ ’

Arzure (

Security & Network

Services (SASE)

[ | .
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[ | .
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How Zero Trust?
(Never Trust, Always Verify)

Optimal

Advanced

{
i

Traditional

Vi s i b i I ify & A u to m a ti o n AUtva:;Ti::;:'\yaannddO/\f::IZZi::tiOﬂ

Governance

+ Source: Zero Trust Maturity Model 2.0 (CISA)
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Zero Trust Maturity & Crypto Agility

NeTworks AANIM Optimal(XID&sT)EHHIE EA 6t 2IoH

"Best Practices for Cryptographic Agility"JI 2«

Identity

Continuous validation
and risk analysis
Enterprise-wide identity
integration

Tailored, as-

needed automated

+ Source: Zero Trust Maturity Model 2.0 (CISA)

Visibility and Analytics

Devices

+ Continuous physical and

virtual asset analysis
including automated
supply chain risk
management and
integrated threat
protections

Resource access
depends on real-time
device risk analytics

* Distributed micro-
perimeters with just-in-
time and just-enough
access controls and
proportionate resilience

« Configurations evolve to
meet application profile
needs

| Integrates best practices

for cryptographic agility

Automation and Orchestration

=230 AN JIAE

Applications and

Workloads

* Applications available

over public networks
with continuously
authorized access
Protections against
sophisticated attacks in
all workflows
Immutable workloads
with security testing

Governance

0t XES2HSE HEA =t=?
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Zero Trust Architecture (Design Feature of Cybersecurity)

“- The data plane and control plane are logically separate”
3.4.1 Network Requirement to Support ZTA (NIST SP 800-207)

Control Plane

\ G Data Access
Policy Policy

Decision

Communication to
Maintain & Configure

+ Source: NIST SP 800-207

Application &
Service Comm.

Copyright 2024. Samsung SDS Co., Ltd. All rights reserved.




Software-defined Network Simplified SDN Architecture

& Control/Data Plane

Software-Defined Networking (SDN): Layers and Architecture Application Plane
Terminology (RFC 7426)
IAM IAN

Control Plane

Data Planell Control PlaneZ!Q| InterfaceE &9,

Application PlaneNlA
W D=2 12 2(SW-Defined)E =0

K| uesze SBloz =q [ o [

® &M Networkoll CHet JEAIS =t Data Pl
. = ata Plane
@ 2t Network ZHH|0fl CHst A=HHE XSSk Infrastructure Layer

+ Source: RFC 7426
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SDN to SDP (Software-defined Perimeter)

SDP focuses on protecting the critical organizational resources instead of the organizational

perimeter, and replaces perimeter-based and (often, physical) appliances with logical components
that operate under the control of the application owner.

O .= O .=
Controller

Controller

oo,

]
* 0

O Initiating
SDP Host

Accepting Initiating Accepting .
SDP Host SDP Host SDP Host

Service B

Accepting : Accepting
SDP Host SDP Host

Control Plane

Service C

Data Plane

+ Source: CSA Software-Defined Perimeter (SDP) Specification 2.0 (CSA)
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Towards SW-Defined Cybersecurity

SW-Defined X©°| Design Feature= =2 £Z0|
Visibility(+Analytics)2t Automation(+Orchestration)| HES XIS

70) N [ T ) - SR . ZTA Optiml

Advanced

‘ ‘ ‘ Initial
Design Feature: SW-Defined X “

Control Plane2t Data Plane?l E2| S

" Networks
plications &
~ Workloads

P ey e,

Visﬁ»ility and Analﬁics
Automation and Orchestration

...... > oq —_— Al-g Governance

o

i

+ Source: Zero Trust Maturity Model 2.0 (CISA)
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SW-Defined Cryptography
for Crypto Agility

SDN  -eeeee > SDP e . ZTA e Crypto for

Data-in-transit?

| | |

Design Feature: SW-Defined X

Control Planell Data Plane®l 22l - Visibility & Automation &

Copyright 2024. Samsun
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SW-Defined Cryptography:
Design Feature of Crypto Agility for Data-in-Transit

Control Planell Data PlaneZtQ| =&, Crypto PDPs L_| cryptoPIPs
== . - ’| - Compli
= 0ilM Enterprise LIESI= Mol chst Gontrof || Crveropolieyengines || | -RoE™ "
%§ Al.gjélEH I[I.C%I-(V|S|b|“1-y) Plane Crypto Policy Administrators
@ 2z EM XISHA(Automation) :
Crypto PEPs for Data-in-transit
:EII‘_, - Secure network functions
_____________________ - Crypto poli f t functi
OIZTIHIOIM £ gi0| YSEMS MR TR - Observabilty functions
Data
(Separation of crypto configuration from applications) Plane l 1
Dev Ops

PIPs: Policy Information Points, PDP: Policy Decision Point,
PEPs: Policy Enforcement Points
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Design Feature 1. Control Planet Data Plane 22| (Visibility)

Development Pipeline Operation System / Network

Crypto PDPs Crypto PIPs
Control Plane P i
Log Management / Risk Scoring - Compliance
- Risk Assessment
DevSec Primitives & Tools SecOps Primitives & Tools

S-CAPE:

Samsung SDS Policy as Code Observability as Code Crypto Management Tool

Crypto Agility

PIonorm for Cryptography Discovery Tool (Dev) Cryptography Discovery Tool (Ops)

Enterprise

Crypto PEPs for Data-in-transit

Data Plane
Application services Code Artifact Application
for data-in-transit Application Code _ _
encryption - Configuration,

- Certification,
- eftc.

Infrastructure as Code Infrastructure

Application Service Code

NIST Migration to PQC: Discovery Work Stream0ilAQ| £~2LH (SP 1800-38B0I ) JIEt =& 2
Copyright 2024. Samsung SDS Co., Ltd. All rights reserved.



Design Feature 2. &S AI20 CHSH XA A (configuration) 22|

PQC-TLS Java Library

||

s-pgc-tls* Java Security - APIs and Libraries
Java Library

PQC Migration
via configuration

Java App

JSSE™ (SSL/TLS) ]

JCAuava Cryptography Archi‘rec‘rure)O'" kl E
HELIHOINCE=RH S AIE SMEFHS \
=2lot0{, HE2IAHI0lAM2| =~F §10I

A= (AIE)E A B Jis

soa |

NIST ‘Migration to PQC' Interoperability &

'Tge(;(f)?gggnf%yvork Stream0lAl2] <~ #LHS (SP * s-pqc-tls: Samsung SDS PQC TLS
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Achieving Crypto Agility &

Zero Trustis e

a Long, Long

J O u rHGY! Advanced
{ Initial

-.j Traditional

+ Source: Zero Trust Maturity Model 2.0 (CISA)
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Crypto Agility =101Z10l,
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